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innovation system with the inclusive economic 
growth agenda and combining priorities of 
excellence and relevance.

•  Creating an environment for enhanced private sector 
participation in R &D.

•  Application of R & D output for achieving societal 
and commercial goals by replicating hitherto 
successful models, as well as establishing of new 
PPP structures.

•  Developing S&T based on high risk innovation 
through new mechanisms.

•  Fostering resource optimized cost-effective 
innovation across science and technology domains.

•  Triggering changes in the mindset & value systems 
to recognize respect and reward performances 
which create wealth from S&T derived knowledge.

•  Creating a robust national innovation system.

DRAFT SCIENCE, TECHNOLOGY 
AND INNOVATION POLICY 2020

1.  Establishment of a National STI Observatory 
that will act as a central repository for all data 
related to and generated by STI ecosystem. It will 
encompass an open centralised database platform 
for all fi nancial schemes, programmes, grants and 
incentives existing in the ecosystem.

2.  A forward-looking, all-encompassing, Open 
Science Framework will be built to provide access 
to scientifi c data, information, knowledge, and 
resources to everyone in the country. All data used 
in and generated by publicly-funded research will 
be available to everyone under FAIR (fi ndable, 
accessible, interoperable and reusable) terms. A 
dedicated portal to provide access to the outputs 

Topics covered in this unit
 Science and Technology- Developments, their applications and effects in everyday life.

  Achievements of Indians in Science & Technology; Indigenization of Technology and Developing New 

Technology.

  Awareness in the fi elds of IT, Space, Computers, Robotics, Nano-technology, Biotechnology and issues 

relating to Intellectual Property Rights.

Scientifi c Policy Resolution 1958
 First science policy:- 
 Goal : Pure and applied science research, capacity 
building , development of scientifi c enterprise.

Technology Policy Statement 1983
 Goal : To attain self- reliance in the fi eld of 
technology, social upliftment of people through 
development of indigenous technologies and innovation.

Science and Technology Policy 2003
 Goal : Use of science and technology for equitable 
and sustainable development and to increase investment 
in research and development to 2% of GDP.

SCIENCE, TECHNOLOGY AND 
INNOVATION POLICY 2013

 Goal : A strong and viable Science, Research and 
Innovation System for High Technology-led path for 
India (SRISHTI) is the goal of STI policy.

The Key elements:
•  Promoting the spread of scientifi c temper amongst 

all sections of society.
•  Enhancing skills for applications of science among 

the young from all social stratas.
•  Making careers in science, research and innovation 

attractive enough for talented and bright minds.
•  Establishing the world-class infrastructure for 

R&D for attaining global leadership in some select 
frontier areas of science.

•  Positioning India among the top five global 
scientifi c powers by 2020.

•  Linking contributions of Science, Research and 
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of such publicly-funded research will be created 
through Indian Science and Technology Archive 
of Research (INDSTA).

3.  Strategies to improve STI education making 
it inclusive at all levels and more connected 
with the economy and society will be developed 
through processes of skill building, training and 
infrastructure development.

4.  With an aim to expand the fi nancial landscape of 
the STI ecosystem, each department/ ministry in 
the central, the state and the local governments, 
public sector enterprises, private sector companies 
and startups will set up an STI unit with a 
minimum earmarked budget to pursue STI 
activities. Foreign Multi National Companies 
(MNCs) will collaborate with domestic private 
and public sector entities on projects aligned to 
national needs and priorities.

5.  The policy aims to create a draft for purpose, 
accountable research ecosystem promoting 
translational as well as foundational research in 
India in alignment with global standards. Research 
and Innovation Excellence Frameworks 
(RIEF) will be developed to enhance the quality 
of research. Research culture will be reoriented 
to recognize social impacts along with academic 
achievements.

6. An institutional architecture to integrate 
Traditional Knowledge Systems (TKS) and 
grassroots innovation into the overall education, 
research and innovation system will be established.

7.  The policy will promote technology self-reliance 
and indigenization to achieve the larger goal of 
“Atmanirbhar Bharat”. A Technology Support 
Framework will be created to facilitate this 
development. A Strategic Technology Board 
(STB) will be constituted to act as a link connecting 
diff erent strategic departments. A Strategic 
Technology Development Fund (STDF) will be 
created to incentivize the private sector and HEIs.

8. An inclusive culture will be facilitated through 
equal opportunity for women along with 
candidates from remote rural areas, marginalised 
communities, diff erently-abled individuals and 
LGBTQ community.

9.  The policy will work towards mainstreaming 
science communication. Entertainment platforms 
such as television (TV), community radio, comics 

etc. will be explored to take science to the last mile. 
Non-Governmental Organizations (NGOs) and 
Civil Society groups will be involved. Science 
Media Centres will be established.

10. STIP charts pathways to a dynamic, evidence-
informed and proactive international S&T 
engagement strategy. Engagement with the 
diaspora will be intensifi ed. International 
Knowledge Centres, preferably virtual, will be 
established to promote global knowledge and 
talent exchange.

11.  A decentralized institutional mechanism balancing 
top-down and bottom-up approaches, will be 
formulated for a robust STI governance. A robust 
Research and Innovation (R&I) governance 
framework will be set up to facilitate, stimulate 
and coordinate R&D activities across the sectors.

12.  A STI Policy Institute will be established to build 
and maintain a robust interoperable STI metadata 
architecture. It will develop long term capacity 
building programs for STI policy through training 
and fellowships.

MODEL QUESTIONS & ANSWERS
Q.  Scientifi c research in Indian universities is 

declining because a career in science is not 
as attractive as are business professions, 
engineering or administration, and the 
universities are becoming consumer-oriented. 
Critically comment.  (UPSC 2014)

A. Scientifi c research in Indian universities is 
declining-

•  Universities more focussed on teaching
•  Lack of state of art infrastructure
•  Lack of funds
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•  Lack of talented students interested in doctoral 
studies

•  Poor collaboration between universities and 
industry

• Career in science is not as attractive as are business 
professions, engineering or administration.

•  Require more time to complete higher education
•  Lack of high paying jobs
•  Universities are not able to provide industry- ready 

graduates
•  Except IT sector no other fi eld has shown expected 

growth
•  Lack of R&D in basic sciences
 This scenario needs to change if India wishes 

to become a developed nation. It is signifi cantly 
lower than the 1.5 to 3 percent of GDP spent by 
the top 10 economies. So, this expenditure must 
be signifi cantly ramped up. As a percentage of 
GDP, India's Gross Expenditure on R&D (GERD) 
is about 0.7 percent, much lower than the target of 
2 percent. Also we need to make career in science 
more lucrative to attract young minds. There is 
an urgent need to change the research culture in 
Indian universities from mere academic enquiry 
to align to requirements of industries in particular 
and society in general. No nation can aff ord to be 
left behind in science and technology if it wishes 
to emerge as a world leader.

Q.  How is science interwoven deeply with our lives? 
What are the striking changes in agriculture 
triggered off  by science-based technologies? 

(UPSC 2020)
A. Science is deeply interwoven in our lives as it 

touches every aspect of human lives from food 
we eat to the clothes we wear, the vehicle we 
ride, communication services, healthcare, defence 
systems, space exploration and everything else we 
can imagine. It has the power to impact our lives 
from cradle to grave. The physical comforts which 
human life enjoys is possible due to science.

 The striking changes in agriculture triggered by 
science-based technologies are:

•  Genetically modifi ed crops- pest resistant, climate 
resistant

•  Green revolution-high yielding crop varieties

•  Sustainable agriculture- Mixed farming
•  Soil health check up
•  Artifi cial and natural fertilisers
•  Crop rotation
•  Irrigation systems- dams, canals, tube wells, 

sprinkler systems, drip irrigation
•  Mechanised farming
 All these and many other changes have transformed 
the Indian agricultural system from subsistence to 
commercial farming and made India achieve food 
security.
Q.  Mention the earmarked fi elds, aim and 

special powers provided to Indian citizens in 
Technology Vision Document 2035. 

(UPPCS 2018)
A. Technology Vision Document 2035 (TVD) was 

produced by Technology Information, Forecasting 
and Assessment Council (TIFAC), an autonomous 
organisation under Department of Science and 
Technology (established in 1988). TIFAC is a 
think tank within government setup which looks 
up to technologies on the horizon, assesses the 
technology trajectories and supports technology 
innovation in select areas of national importance.

The earmarked fi elds of TVD 2035 are:
   1)  Education
   2)  Medical Sciences and Healthcare
   3)  Food and Agriculture
   4)  Water
   5)  Energy
   6)  Environment
   7)  Habitat
   8)  Transportation
   9)  Infrastructure
 10)  Manufacturing
 11)  Materials
 12)  Information and Communication Technology 

(ICT)
 The aim of the Technology Vision Document is 
given in its vision statement “Technology in the service 
of India: ensuring the security, enhancing the prosperity 
and strengthening the identity of every Indian.” In this 
spirit it has identifi ed ten grand challenges:
 1) Guaranteeing nutritional security and 

eliminating female and child anaemia
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 2)  Ensuring quantity and quality of water in all 
rivers and aquatic bodies

 3)  Securing critical resources commensurate 
with the size of our country

 4)  Providing learner centric, language neutral 
and holistic education to all

 5)  Understanding national climate patterns and 
adapting to them

 6)  Making India non-fossil fuel based country
 7)  Taking the railway to Leh and Tawang
 8)  Ensuring location and ability independent 

electoral and fi nancial empowerment
 9)  Developing commercially viable 

decentralised and distributed energy for all
 10)  Ensuring universal eco-friendly waste 

management
 Also, it identifi es twelve prerogatives which 
should be available to each and every Indian citizens. 
Hence it will provide top quality support of the stake 
holders in making India energy secure.
Q.  Explain with examples the role of science and 

technology in enhancing national power. 
(UPPCS 2019)

A. National power of every country lies in its 
economic, political, social, cultural and military 
resources. Science and technology plays an 
important role in enhancing national power. Since 
independence India has worked hard to maintain its 
strategic autonomy. World powers forced India to 
pay a price for its foreign policy of non–alignment 
by setting up extensive global technology denial 
regimes. However, India has taken up the challenge 
to develop its own technological prowess.

For example :
 1)  The pharmaceutical sector has come a long 

way from clinical trials to drug discovery like 
COVID19 vaccines. These vaccines are being 
provided to neighbouring nations for free 
under vaccine diplomacy used as soft power.

 2)  The production of Tejas multirole light fi ghter 
aircraft has enhanced our defence power.

 3)  Conducting free and fair elections at such 
a large scale is possible through EVM 
machines,VVPAT machines thus making 
India a vibrant democracy.

 4)  Construction of dams, hybrid high yielding 
varieties of foodgrains provided nutrition to 
130 crore population of India.

 5) The growth of IT sector in India helped India 
to climb up world power ladder.

 6)  Aadhar linked direct benefi t transfer, Jan 
Dhan bank accounts, Digilocker , cashless 
medical healthcare etc help the society to get 
better access to government schemes.

 From the above examples we can say that 
science and technology are fundamental elements 
in comprehensive national power. Revolutionary 
changes are required in our education system to make 
our country technologically competitive and a major 
player in the technology production game.
Q.  What do you mean by “Technology transfer”. 

How far this can be useful in disseminating 
complex technology? Explain. (UPPCS 2019)

A. Technology transfer refers to the process of 
disseminating technology from the person or 
organisation who owns it to another person or 
organisation. These transfers may occur between 
universities, businesses, countries, governments 
etc. It includes:

 1)  Processing and evaluating invention 
disclosures

 2)  Filing for patents
 3)  Technology marketing
 4)  Licensing
 5)  Protecting IPR arising from research activity
 6)  Assisting in creating new businesses and 

promoting the success of existing fi rms
 Technology transfer is very useful in disseminating 
complex technology like aircraft making, CNC etc 
as it helps in its greater reach, new products, more 
quality jobs, and an expanded economy. Technology 
transfer in case of complex technology is a complex 
process in itself requiring many non-scientifi c and non-
technological factors, and many diff erent stakeholders. 
General willingness and awareness both at the level 
of organisations and individuals, as well as skills and 
capacity related to specifi c aspects, such as access to 
risk fi nance and intellectual property management are 
its prerequisites.
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ACHIEVEMENTS OF INDIAN IN 
SCIENCE AND TECNOLOGY

 More than 1000 years ago, Said al-Andalusi 
an Arab qadi of Toledo, Muslim Spain wrote on the 

history of science and concluded that India is the most 

scientifi c nation in the world. Since ancient times India 

is called the ‘land of knowledge’. It has produced 

numerous geniuses. Some of them are:

ANCIENT

Personality Field Achievement
Baudhayana Mathematics Gave theorem similar to Pythagoras theorem before Pythagoras, 

Circling a square, square root of 2, value of 

Kanada Philosophy, Chemistry Proposed the idea of Parmanu (atom), hence Atomic theory, 
founded Vaisheshika school.

Aryabhatta Mathematics Gave the idea of zero, calculated distance between earth and moon, 
circumference of earth, orbits of planets and heliocentric theory

Varahamihira Astronomy Author of pancha siddhantika, gave trigonometric formulas, 
explained the shifting of equinoxes, gave a version of pascal’s 
triangle, tried to explain phenomenon of earthquakes

Brahmagupta Mathematics and 
Astronomy

First to give rules to compute with zero, gave formula for cyclic 
quadrilaterals, solutions for general linear and quadratic equations

Bhaskara I Mathematics First to write numbers in the Hindu decimal system with a circle 
for the zero, gave approximation formula of sin x

Bhaskara II Mathematics His works included diff erential calculus and algebra

Charaka Ancient system of
medicine Ayurveda

Father of Indian Medicine, defi ned Tri-doshas (disbalance cause 
diseases), genetics, medicine,

Sushruta Medicine and Surgery Father of surgery/plastic surgery, invented surgical instruments, 
performed cataract surgeries and rhinoplasty.

MEDIEVAL
 1)  Wootz steel. It was produced by the Tamils 

of the Chera Dynasty. This fi nest steel of the 
ancient world was made by heating black 
magnetite ore in the presence of carbon in 
a sealed clay crucible kept inside a charcoal 
furnace. It was used to make famous 

Damascus swords
 2)  Smelting of zinc- India was the fi rst to smelt 

zinc by the distillation process
 3)  First seamless metal globe- in the reign of 

Akbar
 4)  First iron cased rocket- in the reign of Tipu 

Sultan

MODERN

Personality Accolades Field
C V Raman Nobel prize for Physics in 

1930

Raman eff ect and Raman scattering. He also 

contributed in the fi eld of vibrations, sound, 

musical instruments, ultrasonics, colloidal 

particles etc.
Hargobind Khurana Nobel prize for  Medicine 

or  Physiology in 1968

Produced fi rst man-made gene in laboratory, 

understanding genetic code and how it works
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Subramaniam Chandrashekhar Nobel prize for Physics in
1983

Theoretical work on stars and their evolution, 
gave Chandrashekhar limit which is maximum 
mass theoretically possible for a stable white 
dwarf star

Venkatraman Ramakrishnan Nobel prize for Chemistry 
in 2009

Studies of the structure and functions of the 
ribosomes

Jagdish Chandra Bose Companion of the order of
the Indian empire

Radio and microwave optics, developed an 
instrument called crescograph to study eff ect of 
music and other stimuli on plants.

Satyendra Nath Bose Padma Vibhushan Bose-Einstein statistics, Bose –Einstein 
condensate

C N R Rao Bharat Ratna Contributed in the fi eld of solid-state and 
structural chemistry

A P J Abdul Kalam Bharat Ratna Contributed to India’s civilian space program, 
Pokhran-II nuclear tests, military missile 
development eff orts, development of ballistic 
missile and launch vehicle technology

Venkatraman Radhakrishnan Royal Swedish Academy 
of Sciences

Design and fabrication of ultralight aircraft

M Visvesvaraya Bharat Ratna Contributed to the construction of Krishna Raja 
Sagara Dam, invented automatic sluice gates 
and block irrigation system

Homi Jehangir Bhabha Padma Bhushan Father of Indian nuclear power program
Meghnad Saha Thermal ionization of

elements, Saha Equation
used for interpreting
spectra of stars

Srinivas Ramanujan Fellow of the Royal 
Society

Mathematical analysis,number theory, infi nite 
series, continued fractions

Vikram Sarabhai Padma Vibhushan Father of Indian Space program

the local manufacturer is expected to understand the 
technology underlying the product so as to be able to 
change, improve, modify or re-design the item as and 
when required depending on local needs.
Why is it needed
 a)  To reduce dependence on foreign technology
 b)  To have better internal security equipments
 c)  To reduce foreign snooping
 d)  To have custom made, better suited products
Example :-
   1) LCA Tejas aircraft
   2)  Arjun tank

INDIGENIZATION OF 
TECHNOLOGY

 The term indigenization means to make 
something more native, more suitable to local needs. 
This does not mean that the item manufactured within 
the country is a copy of the imported item. It could 
be same functionally but have more energy-effi  cient, 
modern, compact reliable components.
 The term indigenization of technology goes 
beyond just manufacturing the item based on drawings 
and materials supplied by foreign manufacturer. Here, 
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   3)  First indigenous nuclear submarine- Arihant 
class

   4) First indigenous aircraft carrier- INS Vikrant
   5)  BrahMos missile
   6) ICBMs like Agni V and VI
   7) Mobile apps- Koo, Chingari, Kaagaz scanner, 

Jio meet etc
   8) India’s own GPS- NAVIC
   9)  Indigenous cryogenic engine for GSLV 

MkIII
 10)  World’s lowest costing supercomputer 

PARAM
 11) Indigenously built space probe- Mangalyaan
 12)  Indigenously built heart valve- TTK Chitra
 13) Neobreath- foot operated new-born 

resuscitation system- will act as life saver in 
remote areas

 14) SynkroScaf- cardiac patch to improve 
deformities in heart

 15) Arsenic removal fi lter- low cost laterite 
based fi lter developed keeping in mind rural 
population.

DEVELOPMENT OF NEW
TECHNOLOGY

1)  India’s fi rst hydrogen fuel cell car- by CSIR - uses 
chemical reaction between oxygen and hydrogen 
(from air) to generate electrical energy and 
emits water

2)  Building bricks on moon-by IIS & ISRO- 
sustainable process of building bricks using lunar 
soil, bacteria, guar beans and human urine for 
habitation

3)  Humanoid Vyommitra- by ISRO- will ride to 
space in the fi rst test fl ight of the human space 
mission GAGANYAN

4)  Camera that doesn’t need to focus- Rajesh 
Menon- may help developing thinner smartphone 
cameras, smaller cameras for endoscopy, 
compact cameras in automobiles

5)  Producing coronavirus vaccine- Bharat biotech- 
covaxin, Serum institute- Covidshield

MODEL QUESTIONS & ANSWERS
Q.  Discuss the work of ‘Bose- Einstein Statistics’ 

done by Prof. Satyendra Nath Bose and show 
how it revolutionized the fi eld of physics. 

(UPSC 2018)
A. Satyendra Nath Bose along with Albert Einstein 

proposed a set of principles applied in quantum 
physics, together called ‘Bose- Einstein Statistics’. 
These principles revolutionized the fi eld of 
physics, as in ordinary physics, each particle is 
distinct from each other but when we go into sub-
atomic particles, they become indistinguishable 
and therefore can’t be tracked. This fi eld is called 
quantum physics. According to ‘Bose- Einstein 
Statistics,’ atoms when cooled to a temperature 
close to absolute zero (273.15 degrees) will 
collapse into a new state of matter known as Bose-
Einstein Condensate.

 Particles that obey ‘Bose- Einstein Statistics’ 
are called Bosons. These include particles like 
photons, mesons etc. The most famous Boson 
called Higg’s Boson or ‘God particle’ is supposed 
to give mass to matter. Experiments are going on 
in Large Hadron Collider to detect this elementary 
particle which will change the understanding of 
physics forever.

Q.  How was India benefi tted from the 
contributions of Sir M Visvesvaraya and Dr M S 
Swaminathan in the fi elds of water engineering 
and agricultural science respectively? (UPSC 
2019) 

A. Sir M Visvesvaraya- He was one of the most 
eminent engineers of India. He is best known 
for his contribution as the chief architect to the 
construction of Krishna Raja Sagar Dam in 
Karnataka. He invented the ‘automatic sluice 
gates’ and ‘block irrigation system’. It helped in 
converting the barren lands into fertile grounds for 
farming. For his immense contributions he was 
awarded the Bharat Ratna.

 Dr. M S Swaminathan- He is an Indian geneticist 
known for his role in India’s Green Revolution, a 
program under which high-yield varieties of wheat 
and rice were planted. He is called the ‘Father 
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of Green Revolution in India’ for his role in 
introducing and further developing high-yielding 
varieties of wheat in India. The Green Revolution 
helped India to become self-suffi  cient in producing 
food grains and converted India’s status from a net 
importer to surplus nation.

Q.  Give an account of achievements of Indians in 
Science and Technology.

A. Indians have played an important role in the fi eld 
of science and technology. Some of the notable 
contributions are:

 1.  Kanada propounded the atomic theory
 2.  Aryabhatta propounded the concept of zero
 3.  Wootz steel – used for making famous 

Damascus swords
 4.  Process of smelting of zinc
 5.  C V Raman gave Raman eff ect and Raman 

scattering
 6.  Hargovind Khurana- fi rst man made gene in 

lab
 7.  Subramaniam Chandrashekhar- star's 

evolution and Chandrashekhar limit
 8.  Venkatraman Ramakrishnan- structure and 

function of ribosomes
Q.  Why the need for indigenization of technology 

in India?
A. To claim its position as a world leader India needs 

to be self suffi  cient in its technological needs. 
Indigenization of technology is required to:

 1.  Reduce the dependence on foreign technology
 2.  Address foreign snooping, Example- Chinese 

telecom hardware manufacturer like Huawei 
collecting data of Indian users

 3.  Manufacture better internal security 
equipments

 4.  Produce better suited, custom built products
Q. Discuss new technologies developed in India 

with examples.
A. 1)  India’s fi rst Hydrogen fuel cell car was 

developed by CSIR. It uses oxygen and 
hydrogen from air to produce electric energy 
thus reducing dependence on fossil fuels. 
It emits water, therefore helps in reducing 
carbon emissions and green house gases.

 2)  IISc & ISRO have developed a new 
technology to make bricks with the help of 
lunar soil, bacteria, guar beans and human 
urine. This technology will help in reducing 
the cost of carrying building material to moon 
and help in constructing habitat on moon.

 3)  Indian born scientist Rajesh Menon has 
developed a camera which does not require 
focusing. It can take clear pictures without 
adjusting focus. This technology will help 
in making thinner smartphones cameras, 
smaller cameras for endoscopy, more 
compact cameras for automobiles etc

 4)  India has developed an indigenous vaccine 
against the covid-19 virus. It is known as 
COVAXIN. It was developed by Bharat 
Biotech in collaboration with ICMR and NIV 
Pune. It is diff erent from many other vaccines 
developed worldwide because it can be stored 
at a temperature of 4 degree Celsius thus 
making its reach possible to remote areas.

CYBER SECURITY

 Cyber security is the protection of computing 
device and network from undesired malicious access 
that may or may not cause damage to hardware, 
software, information or data etc.
 The fi eld is becoming more signifi cant in the era 
of IT, smartphones and Internet of things. The hackers 
or threat actors exploit the system vulnerabilities.
Threats:
 •  Denial of services: To make the resources 

unavailable for the desired user e.g entering 
too many times wrong password resulting in 
getting blocked, to deny the loging the real 
user.

 •  Direct access threat: Gaining physical 
access to the targeted computer system. Eg. 
copying data into the thumb drive.

 •  Phishing: An attempt to acquire sensitive 
information by depicting a fake interface to 
look like the legitimate one. e.g. it occurs 
when an attacker masquerading as a trusted 
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entity, dupes a victim into opening an email, 
instant message, or text message.

 •  Spoofi ng: Accessing the information or 
resources that one is unauthorised to obtain 
by pretending as a valid entity through 
falsifi cation of data. e.g posting a fake 
biometric sample to pose as another user or 
forging the Email id or IP address.

 •  Tampering: Altering the sources e.g. 
planting a surveillance into the route to track.

 •  Malware: Malicious programme or 
software installed into the system to get 
the unauthorised information or modify 
the system. e.g. Computer viruses , worms, 
Trojan horses , ransomware, spyware

 •  Reverse Engineering: A way to know the 
information related to designs, code and 
architecture of the resource like software or 
hardware by deconstructing it.

 •  Privilege escalation: With a limited access 
or low level of access, trying to access the 
high level of information by utilising the loop 
holes and vulnerabilities. e.g a regular user 
accesses the resources authorised for root or 
administration.

 •  Social engineering: By convincing a user to 
disclose secrets such as passwords, OTP etc. 
Example: fraud calls asking OTP/AC number. 
details for dispatching lucky draw gifts.

 According ot NITI Ayog, the top 3 patterns, Denial 
of Services, Web Application Attacks and Payment 
Card skimming represent 88 % of all security incidents 
within fi nancial services by 94% external threat actors 
with 96% fi nancial motive.

Importance of cyber security:
 With almost every domain of human life 
going online, there is an excessive dependence on 
computer and  network by individuals, industries, and 
governments and businesses. In this situation Cyber 
security becomes of utmost importance.
Individuals: Information stored on social networking 
sites like Facebook, digital locker, bank accounts, 
banking transactions, wallets etc leads to individual 
fi nancial vulnerabilities.
Industries: Online database of goods and services and 
information of employees etc. make them vulnerable.
Business: Unprecedented move towards online 
specially after COVID-19 pandemic, the business 
ecosystem has made the whole system vulnerable. 
Online business deals, online business chats, 
Conference and business transactions etc. causes 
vulnerabilities.
Government: The era of e-governance makes the 
government system very vulnerable. Maintaining 
many diff erent types of database e.g. AADHAAR data, 
health data, online land records, national security and 
intelligence related data, passports, government IDs, 
student records, crucial policy documents, personnel 
related data, etc. remain vulnerable to cyber attacks.
Almost all sectors have turned digital causing 
vulnerabilities.
Financial: Online banking, online securities market, 
online businesses and retail fi nancial transactions 
specially after transition towards less cash economy 
etc.
Political: Online voters database, Policy Documents
Education: online student database, teachers, students, 
specially after COVID-19

Internet of things and and threats

 The Internet of things(IoT) is the network of 
physical objects such as devices, vehicles, and others 
embedded with sensor and software and network 
connectivity through which they exchange data 
and act accordingly, e.g home appliances like TV, 
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Refrigerator, Fan, AC, lights, door, locks, curtains, 
laptops, mobile phone etc. embeded with electronics 
chip and communicate with each other. Since, IoT is 
heavily dependent on network, this makes it vulnerable 
and threat prone. 

IT ACT 2000
 The Parliament enacted Information Technology 
Act, 2000, a primary law to deal with cybercrime and 
E-commerce.
Objectives and features:
 •  Provides a legal framework for e-governance
 •  Gives recognition to electronic records and 

digital signature.
 •  Defi nes cyber crimes and prescribes 

penalties.
 •  Established a Cyber Appellate Tribunal to 

resolve disputes arising from this new law.
 • Amended various sections of the existing 

Acts such as IPC 1860, Indian Evidence Act, 
1872, RBI act 1934 to make them compliant 
with new technologies

 •  Facilitates electronic fi ling of documents 
with government agencies and electronic 
storage of data.

 •  Gives legal sanctions to online transfer of 
funds.

The Act was amended in 2008:
 •  Introduced Section 66A which penalized 

sending ‘off ensive messages’. Introduced 
Section 69, which gave authorities the power 
of ‘interception or monitoring or decryption 
of any information through any computer 
source’.

 •  Introduced provisions addressing the new 
cybercrimes like pornography, child porn, 
cyber terrorism etc.

 Section 66A goes against the fundamental rights 
given to the citizen under the constitution of India. 
The Supreme Court struck down the sections stating 

that it “arbitrarily, excessively and disproportionately 

invades the right of free speech”. However, a concern 

was raised by the intelligence agencies that, they were 

no longer able to counter online posts that involved 

national security matters or incited people to commit 

an off ence, such as online recruitment for ISIS.

Cyberattacks in India- Examples
 1.  July 2017 Union Bank of India heist:Through 

a phishing email sent to an employee, hackers 

accessed the credentials to execute a fund 

transfer, swindling Union Bank of India of 

$171 million, prompt action helped the bank 

recover almost the entire money

 2.  May 2017 Wannacry Ransomware: The 

global ransomware attack took its toll on 

India with several thousands computers 

getting locked down by ransom-seeking 

hackers. The attack also impacted systems 

belonging to the Andhra Pradesh police and 

state utilities of West Bengal.

 3.  May 2017 Data Theft at Zomato:The food 

tech company discovered that data, including 

names, email IDs and hashed passwords, of 

17 million users was stolen by an ‘ethical’ 

hacker-who demanded the company must 

acknowledge its security vulnerabilities-and 

put up for sale on the Dark Web

 4.  June 2017 Petya Ransomware:The 

ransomware attack made its impact felt across 

the world, including India, where container 

handling functions at a terminal operated 

by the Danish fi rm AP Moller-Maersk at 

Mumbai’s Jawaharlal Nehru Port Trust got 

aff ected

 5.  2018 Cosmos bank cyber attack in Pune

 6.  2018 UIDAI Aadhaar software hacked

 7.  2019 Hacking Attack on Indian healthcare 

websites
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MODEL QUESTIONS & ANSWERS
Q. Discuss diff erent types of cybercrime and 

measures required to fi ght the menace.
A.  Cybercrime is a criminal activity which involves 

computer and computer network. It may cause 
harm to a person, an organization, or a nation's 
security. It can be committed by an individual or a 
group or an organization.

 A study by McAfee, a computer security software 
company, showed that 1% of the world GDP is lost 
every year due to cybercrime.

There are diff erent types of cybercrimes:
1.  Cyberterrorism: It is a terror activity which uses 

computers and internet to terrify for fulfi lling some 
political goals. For example, in June 2019 some 
American hackers from the US Cyber Command 
planted malware potentially capable of disrupting 
the Russian electrical grid.

2.  Cyberextortion: It is a cybercrime where 
repeated denial of services attack is used to extract 
money for providing protection and uninterrupted 
services is called cyberextoriton. In 2004 a hacker 
named “guardian of peace’ hacked Sony Picture 
for fi nancial gain. Ransomware wannacry is an 
example of cyberextortion.

3.  Cyberwarfare: An attack on a nation, using 
digital means to disrupt critical computer systems 
and to cause a major damage similar to physical 
attack, is known as cyberwarfare. The attack is 
done mostly in a secret manner but it could be 
opened. Example: are as follows:-

 •  Chinese cyber criminals hacked several 
Canadian  government departments in early 
2011.

 •  India claims that several cyberattacks on 
government website and NSC were made by 
China.

4.  Cyber Drug Traffi  cking: In this crime internet 
is used to buy and sell psychoactive drugs. Some 

time it is encrypted messages and most of time 

darknet is used for drug traffi  cking. Ex.-Tor 

browser can be used to browse much deeper than 

regular browser like Chrome, Firefox do.

4.  Obscene content: Examples: internet 

pornography, online child pornography etc.

5.  Internet fraud: Examples: fi nancial frauds, loss 

of personal data, and fi nancial data, bank fraud, 

carding etc.

6.  Cyber harassment: Using off ensive content 

on cyberspace to hurt an individual, groups or 

an organisation. Cyber bullying, cyber-racism, 

cyberstalking, cyber troll etc. come under this 

crime category. For example-an abusive spread of 

online content targeting a particular race, religion, 

caste or sex.

Measures to tackle the menace:

 Update software: One should keep the Operating 

system softwares updated, as several security features 

are included in the updated patches of the software. 

One must use modern anti-virus software and should 

keep it regularly updated. There should be regular 

scanning for the threats into-the system.

1.  Using strong password: One should have very 

strong password, one should follow the guidelines 

of the site, and keep regularly changing the same. 

A combination of upper lower-case letters, special 

characters and number is ideal password. In special 

cases biometric authentication can also be used.

2.  Spam-Handling: One should use fi lter to mark 

unwanted and spurious emails as spam and keep 
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fi lter updated. The attachment of the spam should 

not be opened as they can have malicious software. 

One should be extra careful while clicking any 

suspicious link to avoid phishing attacks.

3.  Suspicious Requests: One should directly contact 

the company’s customer care centre or websites 

for any suspicious deals or off ers through email, 

message and calls. Ex.: ongoing lucky draw fraud 

sponsored by so called e commerce websites like 

Snapdeal, Amazon for fi nancial fraud.

4.  Behavioural improvement: In the era of ICT 

one should, in general, follow the cyber secure 

behaviour. Practices such as not sharing password, 

CVV, OTP, PIN etc.; logging out before leaving 

the system, not using public unsecured hotspot for 

threat prone crucial works like online banking etc.; 

keep updating PIN, password, following security 

guidelines of service providers etc. should be 

followed and inculcated into the behaviour.

 Government has taken several steps to prevent 

and mitigate cyber security incidents. These 

include:

 (i)  Establishment of National Critical 

Information Infrastructure Protection 

Centre (NCIIPC) for protection of critical 

information infrastructure in the country.

 (ii)  All organizations providing digital services 

have been mandated to report cyber security 

incidents to CERT-In expeditiously.

 (iii) Cyber Swachhta Kendra (Botnet Cleaning 

and Malware Analysis Centre) has been 

launched for providing detection of 

malicious programmes and free tools to 

remove such programmes.

 (iv)  Issue of alerts and advisories regarding 

cyber threats and counter-measures by 

CERT-In.

 (v)  Issue of guidelines for Chief Information 

Security Offi  cers (CISOs) regarding 

their key roles and responsibilities for 

securing applications / infrastructure and 

compliance.

 (vi)  Provision for audit of the government 

websites and applications prior to their 

hosting, and thereafter at regular intervals.

 (vii)  Empanelment of security auditing 

organisations to support and audit 

implementation of Information Security Best 

Practices.

 (viii)  Formulation of crisis management plans 

for countering cyber attacks and cyber 

terrorism.

 (ix)  Conducting cyber security mock drills and 

exercises regularly to enable assessment of 

cyber security posture and preparedness of 

organizations in Government and critical 

sectors.

 (x)  Conducting regular training programmes 

for network / system administrators and 

Chief Information Security Offi  cers 

(CISOs) of Government and critical sector 

organisations regarding securing the IT 

infrastructure and mitigating cyber attacks.

 Computer and network has made life easy by 

providing in service delivery fast and at door step. At 

the same time it has made networks more vulnerable 

to threats. e Vulnerability could be avoided, by careful 

use of cyber space.

Q.  How can “Digital India” program can help 
farmers to improve farm productivity and 
income? What steps government has taken in 
this regard?

A.  Digital India (DI) is a fl agship programme of the 

Government of India with a vision to transform 

India into a digitally empowered society and 

knowledge economy. It was, launched on 1st July 

2015.

 Vision of Digital India: 3 Main areas:
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